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Primitive polynomials
Common practices for LFSRs

Trinomials:
q(x) = xm + x i + 1.

Pentanomials:

q(x) = xm + x i + x j + xk + 1.

Windmill polynomials:

q(x) = α(xv ) + β(x−v )xn.

Windmill generators were introduced by Smeets in 1988.



Windmill polynomials
The E0 stream cipher
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E0 polynomials:

q1(x) = x25 + x20 + x12 + x8 + 1

q2(x) = x31 + x24 + x16 + x12 + 1

q3(x) = x33 + x28 + x24 + x4 + 1

q4(x) = x39 + x36 + x28 + x4 + 1



Windmill polynomials
Parallel generators

Example Linear congruential generator:

Xt+1 = aXt + c mod n

Xk(u+1) = akXku +

(
ak − 1

a− 1

)
· c mod n.



Windmill polynomials
q1(x) = x25 + x20 + x12 + x8 + 1
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Windmill polynomials
Numbers and limitations

Remark Estimation of the number of primitive windmill polynomials:

21+2b n
v
c · φ(2n − 1)

n · 2n
.

[Smeets1989]

Theorem There is no irreducible windmill polynomials of degree
n = 3 mod 8 for v = 2i .

[Chambers1989]



Extended windmill polynomials
Parallel FeedBack transform [Günther 1988]
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Extended windmill polynomials
PFB transform with q(x) = α(xv ) + β(x−v )xn

β(x) = 1: (n = 25, v = 4)

otherwise:

How is it working ?



Extended windmill polynomials
How to choose the shift registers ?

Let consider the polynomial:

q(x) = α(xv ) + β(x−v )xn.

For the feedback function of Ri :

there is a contribution from Ri and from Rσ(i).

σ is a permutation of 1, 2, · · · , v − 1 :

σ(k) = nk + c mod v

Given n and v , c is fixed and so σ is fixed too.



Extended windmill polynomials
New definition

Let consider the polynomial:

q(x) = α(xv ) + β(x−v )xn−φ + xn.

For the feedback function of Ri :

there is a contribution from Rσ1(i) and from Rσ2(i).

σ1 and σ2 are two permutations of 1, 2, · · · , v − 1 :

σ1(k) = nk + c mod v ,
σ2(k) = n + k − φ mod v ,

Given n and v , σ1 is fixed.
Free choice for σ2.



Extended windmill polynomials
q(x) = x19 + x13 + x9 + x4 + 1
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Extended windmill polynomials
Numbers and distribution I
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α(xv)+ β(x-v) xn-φ + xn

α(xv)+ β(x-v) xn



Extended windmill polynomials
Numbers and distribution II

Summary:

• for some degree n, up to ×3 on the number of polynomials;

• extended windmills for odd and even degree;

• extended windmills for n = 3 mod 8;

• no estimation on the number of extended windmills;

• no extended windmills for n = 0 mod 8.

More informations, tables and polynomials on:

http://www.info.ucl.ac.be/Bienvenue/PagesPersonnelles/lauradou/windmill.html



Conclusion

Largest class of polynomials that defines a windmill

Generalization to non-linear feedback shift registers:

• Feedback with Carry Shift Registers (FCSRs):

q = α + 2n−φβ + 2n

with α =
∑
αi2

iv and β =
∑
βj2
−jv . (watermill)

• More generally, shift registers associated with non-linear
Boolean feedback functions.



Thank you !
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