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RFID in a Nutshell
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Definition

Radio Frequency ldentification.

An RFID tag can be a low-capability integrated circuit with an
antenna e.g. for pet identification, but also a powerful
contactless smartcard e.g. for biometric passports.
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Basic RFID

= Supply chain.
Track boxes, palettes, etc.

Warehouse/Supply Chain

m Libraries.

Improve book borrowing R i leiey O
procedure and inventory.

m Pet identification.

Replace common identification
tattoo by electronic one.

Will become mandatory in the EU.

INFORMATION . .
SECURITY _ Gildas Av_0|ne .
GROUP http://sites.uclouvain.be/security/



Evolved RFID

Building access control.

Automobile ignition keys.

Passports.
Electronic passports since 2004.

Public transportation.
Eg. Brussels, Boston, Paris, London.
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Typical Configurations
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tamper-resistance
communication distance

computation

PoOwer source

Cot Eg. Logistics
Eg. Access Control

standard

frequency
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Summary: RFID in a Nutshell

Wireless.
Easier to skim and eavesdrop.

Low-capalbilities.
Calculation, Memory, Bandwidth.

Answer without holder’'s agreement / awareness.
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Impersonation
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Detection, Identification, and Authentication

cst

Detection
Get the proof that something/one is present.

|dentification
Get identity of remote party.

Authentication
Get identity + proof of remote party
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Authentication

cst

Authentication can be done using:

A symmetric cipher, a keyed-hash function, a public-key cipher, a
signature scheme, or a devoted authentication protocol (eg. ZK).

Example: Challenge-Response Protocol.
ISO 9798-4 defines authentication protocols based on a MAC.

Reader Ng Tag

N
7

ID;, MAC, (ng,Nn;), Ny

™~

We know how to design a secure authentication scheme.
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Practical Challenges in the Real Life

cst

Authentication is done using an identification protocol.
Eg. MIT access card.

Proprietary algorithms.
Keys too short eg. Tl DST.
Weaknesses in the algorithms eg. Mifare Classic.
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Example of Poor Design: NXP Mifare Classic

Philips Semiconductors (NXP) introduced the Mifare commercial
denomination (1994) that includes the Mifare Classic product.

Mifare Classic’s applications: public transportation, access
control, event ticketing.

Memory read & write access are protected by some keys.

Several attacks in 2008 and 2009: Cryptol revealed and any
Mifare Classic tag can be broken today in a few seconds.
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Relay Attacks

>

10’000 km
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Relay Attacks

cst

Feasability of the attacks.
Labs or real life?
Maximum distance?

Feasability of the solutions.

Compute the round-trip-time of a message.

Practicability.
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Summary: Impersonation

cst

r
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We know how to deal with this problem, in theory.

Cost of the solution.

Require lightweight algorithms (wired logic).

Implementation issues.

Both readers and tags, pseudo-random generators.

Architecture of the solution.

Building blocks are not enough: the whole solution must be secure.

Relay attacks and distance bounding.

New challenges.

Group authentication, path authentication.

Gildas Avoine
http://sites.uclouvain.be/security/



Information Leakage
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Impact

cst

Differences between RFID and the other technologies eg. video,
credit cards, GSM, Bluetooth.
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Tags cannot be switched-off.

Passive tags answer without the agreement of their bearers.
Easy to analyze the logs of the readers.

Increasing of the communication range.

Tags can be almost invisible.
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Hidden Tag in the Real-life

INFORMATION ; H
SECURITY _ Gildas Av_ome . 19
GROUP http://sites.uclouvain.be/security/



Liberty Rights Organization

Even if you do not think that privacy is important, some people
think so and they are rather influential (CASPIAN, Foebud, ...)
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Californian Senate Bill 682

In California, the Senate Bill 682 planned to limit use of RFID in
ID cards. In its initial version (Feb 22, 2005) the pending act was
very restrictive.

“The act would prohibit identity documents created, mandated,
or issued by various public entities from containing a contactless
iIntegrated circuit or other device that can broadcast personal
information or enable personal information to be scanned

remotely.”
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Do m= | @R alloCHIL | 9 lettre info CNIL -
: e : tél: 04 53732222 : je mlinscris :

iocued > Dossiers = Déplacements- Transporis > Fiches prafiques = Linvasion des puces !

T

Fiches pratiques = 1T sledulte (|4 enow(§Zs mpome G Rechercher E
L'invasion des puces !

Le= RAID {Radic Frequency kentification) Voir aussi

Lea puces RFID permetient didentifier oi de locakser das objets ou des personnes. Elles sont composées dunse

micno-puce (&galement dénommeée Sbquetie ou fag) et dune antenne qui dialoguent par ondes radio avec un lecieur, % La radio-identification

sur des di P aller de quelgues cenfimétres 4 plusieurs dizaines de métres. Pour les applicafions dansla

igrande disinibufion, leur codi est d'emvron 3 cenfimes d'euros.

[rawires puces communicanies, phes inteligenies ou plus pefies fontbeur apparifion avec Mavénement de Minlemet des
objets. Carlains projotypes sontguasi-imvisibles (0,15 milimétre de ciie et 7,5 micrométres d Spaisseur) alors gus

o autres, dune faille de 2 mm2, possédant une capacié de siodkage de 512 Ko (ko ociets) et échangentdes donndes a
10Mbps.[méga bits par seconds).

MWFG est un standard de communicafion développs depais 2002, quipermeta difiérents types de puces de
communiguer et inler-opérer. Les disiances de commumnicafion pour un débit maxmal de 424kbos sontde 10cm.

Comment sont-elles utilisées ?

Les puces sans contact envahissent peu & peu nofre quofidien. Elles uilisent plusisurs iechnologies comme RFID (Radic
Frequency Idenffication) ou MFC (Mear Feld Communicafions).

Aujourdhui, elles sont déja présenies dans les filres de transporis (ex : passe Navigo ou care Velib), les passeporis
&lecironiques, bes badges d'accés aux immeubles (ex : Vigik), des porie monnaies élecironiques, les dés de contact des
woitures, la bogisique pour la gesfion des bagages dans les adroports ou des siocks dans les magasins.

La technologee de radio-idenffication (RFID) devient ains un enjeu économigue majeur notamment dans les
apphicafions de la disinbuion et du fransport.

IMass, Mavenir nous promet des applicaions encore phes diversiiées. Les puces permetinont sans doule de connaline
instantanément ke contenu d'un caddie au supermarche. Elles powmont analyser les objets acheiés | les produits de e
seront « lagués = pour éviler les contrefagons ; les palements seront sans contact quand des lecleurs NFC équiperont les
gléphones. Les médicaments et paches de sang seront « iagués » pour assurer ainsi une meillsure fracabiis.

RFID, afin d'éwier qu'ls soient kidnappés. A quand la puce implanige sous la peau 7 DEja en Espagne des puces RFID
sontinjeciées sous la peau pour senar de moyen de palement dans ceraines discothéques, ce quil apparaitcomme fout

- En saveir plus S ey R
Quels enjeux informatique et libertés ?
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European commission

Commission Recommendation of 12 May 2009 on the
Implementation of privacy and data protection principles in
applications supported by radio- frequency identification (notified
under document number C(2009) 3200) (2009/387/EC)

“Member States should ensure that operators (...) conduct an
assessment of the implications of the application implementation
for the protection of personal data and privacy, including
whether the application could be used to monitor an individual.”

“(...) the potential exists for [the RFID] to be used to monitor
iIndividuals through their possession of one or more items that
contain an RFID item number.”
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Classification

cst

Information meaningful by itself.

Information meaningful when associated to a database.

Information meaningless without the appropriate key.
(related to malicious traceability).
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Meaningful by ltself

cst

Information leakage appears when the data sent by the tag
reveals information intrinsic to the marked object or the holder of
the object.

Tagged books in libraries.

Tagged pharmaceutical products, as advocated be the US.
Food and Drug Administration.

E-documents (passports, ID cards, etc.).

Loyalty cards, Public transportation passes.
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Wig model #4456
(cheap polyester)

Arl Juels’ Famous Picture

Replacement hip
medical part
#459382

Das Kapital and
Communist-party
handbook

= 500 Euros

30 items in wallet
of lingerie Serial numbers:

597387,389473...
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What does Anonymous Mean?

cst

An information that is anonymous (from an electronic point of
view) may be in some way linked to a given person.
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Who is the Victim?

The victim is not only the tag’s holder, but can also be the RFID
system’s managing company: competitive intelligence.
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Information Meaningful When
Associated to a Database
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Arl Juels’ Famous Picture

98756

34568311
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http://sites.uclouvain.be/security/

9345658

31



Example: Leakage from the Backend

Eile Edit \iew History Bockmarks Tools Help

Fe |
g | L httpihwew abiec-bvirh.be/

| )SUSE Linux | ) Entertainment | ) Mews | JInternet Search | ) Reference | ) Maps and Directions | ) Shopping | ) People and Compan...

Association belge
didentification

& d'enregistrement canins | asbl
- .

Belgische vereniging

woor identificatiz

& registratie van honden Lvzw ABIEC-BVIR

O O o © &N
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Summary: Information Leakage

r

More and more data collected: “logphilia”.

Conservative assumption: Information may eventually leak.

Do we really need to store all these data?

Encrypt the sentitive data.

Gildas Avoine
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Malicious Traceability
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Importance of Avoiding Traceability

An adversary should not be able to track a tag holder, ie, he
should not be able to link two interactions tag/reader.

E.g., tracking of customers in a shopping mall, employees by
the boss, children in an amusement park, military troops, etc.

Also considered by authorities e.g. malicious traceability taken
iInto account in the ePassport.
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Palliative Solutions

cst

Kill-command (Eg: EPC Gen 2 requires a 32-bit kill command.)
Faraday cages.
Removable antenna.
US Patent 7283035 - RF data communications device with selectively
removable antenna portion and method.

Tag must be pressed (SmartCode Corp.).

Blocker tags.

RFID Guardian.
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Privacy and Security from the Outset

Anne Cavioukan, Information and Privacy Commissioner of
Ontario (Canada):

“Privacy and Security must be built in from the Outset, at the
design Stage”

In Privacy Guidelines for RFID Information Systems available on
the web site http://www.ipc.on.ca.
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Impossibility of Avoiding Traceabillity

Malicious traceability through the layers. Wig model #4456

(cheap polyester)

Appllcatlc?n. _ Replacement hip
Communication. medical part

i #4 2
Physical. >938

Das Kapital and
Communist-
party handbook

Fingerprinting of customers.

500 Euros
in wallet
Serial numbers:

597387,389473...

30 items
of lingerie
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Summary: Malicious Traceability

No solution.

Mitigate the problem.
Eg. No proof of traceability.

_I.-.‘v‘x?-?,%i

/il N'Y A pas pE soLUTION
CEST QUIL NY A PAS DE PROBLEME.
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Denial of Service
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Definition

Reasons.
For fun.
For disturbing a competitor.
For proving that RFID is not secure.

Techniques.
Electronic noise.
Disturbing the collision-avoidance protocol.
Exploiting the kill-command.

— Hide tags.

Destroy tags.

Exploiting a bug in the reader.
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Example: The Original RFID-Zapper

Presented at Chaos Communication Congress 2005.

Disposable camera with flash.
Flash is removed.
Flash capacitor connected to a coil.

When capacitor is loaded, switching the circuit produces a strong
electromagnetic pulse.
The field induces a current inside the chip that is definitively killed.
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Some RFID-Zappers Found on the Web

B RFID-

LINE 230 Vol BRS zav7EL coi
o0.SwminCu
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2 2k/qw T 380

INFORMATION H H
SECURITY _ Gildas Avoine . 43
GROUP http://sites.uclouvain.be/security/




Summary: Denial of Service

cst

anyway ...

r

INFORMATION
SECURITY
GROUP

Not so many technical solutions, but care must be taken
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Conclusion

INFORMATION : :
SECURITY Gildas Avoine 45

GROUP http://sites.uclouvain.be/security/




Conclusion

_____________________________________________________________________________________________________________________

2002-2004: Discovery age of RFID Security.
About 35 papers.
Privacy.

2005-2010: Pedestrian approach of RFID Security.
About 350 papers. (how many valuable?)

Ad-hoc privacy, Reader complexity, Lightweight building
blocks (mostly symmetric), Distance bounding, Models.

Focus on Tag-Reader communication.
Practical attacks (T, Mifare, Keyloq,...)
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Conclusion

_____________________________________________________________________________________________________________________

From 20117 The mature age.
Formalization, formalization, and formalization.
Consideration of the practical constraints.
Pseudo-random generators.
Public-key cryptography without microprocessor.
Side channel attacks.
Distance bounding.
Path checking, group authentication.
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ecurity: A Large Body of Literature
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