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RFID in a Nutshell
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Definition

Radio Frequency Identification.

An RFID tag can be a low-capability integrated circuit with an 
antenna e.g. for pet identification, but also a powerful
contactless smartcard e.g. for biometric passports.
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Basic RFID

Supply chain.
Track boxes, palettes, etc.

Libraries.
Improve book borrowing 
procedure and inventory.

Pet identification.
Replace common identification 
tattoo by electronic one.
Will become mandatory in the EU.

Source: www.dclogistics.com

Source: www.rfid-library.com

Source: www. flickr.com
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Evolved RFID

Building access control.

Automobile ignition keys.

Passports.
Electronic passports since 2004.

Public transportation.
Eg. Brussels, Boston, Paris, London.



Gildas Avoine
http://sites.uclouvain.be/security/

7

Typical Configurations
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Summary: RFID in a Nutshell

Wireless.
Easier to skim and eavesdrop.

Low-capabilities.
Calculation, Memory, Bandwidth.

Answer without holder’s agreement / awareness.
Easier to skim, Attack not detected.
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Impersonation
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Detection, Identification, and Authentication

Detection
Get the proof that something/one is present.

Identification
Get identity of remote party.

Authentication
Get identity + proof of remote party
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Authentication

Authentication can be done using:
A symmetric cipher, a keyed-hash function, a public-key cipher, a 
signature scheme, or a devoted authentication protocol (eg. ZK).

Example: Challenge-Response Protocol.
ISO 9798-4 defines authentication protocols based on a MAC.

We know how to design a secure authentication scheme.

nR

IDT , MACk ( nR , nT ) , nT

Reader Tag
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Practical Challenges in the Real Life

Authentication is done using an identification protocol.
Eg. MIT access card.

Proprietary algorithms.
Keys too short eg. TI DST.
Weaknesses in the algorithms eg. Mifare Classic.
…
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Example of Poor Design: NXP Mifare Classic

Philips Semiconductors (NXP) introduced the Mifare commercial 
denomination (1994) that includes the Mifare Classic product.

Mifare Classic’s applications: public transportation, access 
control, event ticketing.

Memory read & write access are protected by some keys.

Several attacks in 2008 and 2009: Crypto1 revealed and any 
Mifare Classic tag can be broken today in a few seconds.
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Relay Attacks

Adv Adv

10’000 km
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Relay Attacks

Feasability of the attacks.
Labs or real life?
Maximum distance?

Feasability of the solutions.
Compute the round-trip-time of a message.
Practicability.
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Summary: Impersonation

We know how to deal with this problem, in theory.

Cost of the solution.
Require lightweight algorithms (wired logic).

Implementation issues.
Both readers and tags, pseudo-random generators.

Architecture of the solution.
Building blocks are not enough: the whole solution must be secure.

Relay attacks and distance bounding.

New challenges.
Group authentication, path authentication.
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Information Leakage
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Impact

Differences between RFID and the other technologies eg. video, 
credit cards, GSM, Bluetooth.

Tags cannot be switched-off.

Passive tags answer without the agreement of their bearers.

Easy to analyze the logs of the readers.

Increasing of the communication range.

Tags can be almost invisible.
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Hidden Tag in the Real-life
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Liberty Rights Organization

Even if you do not think that privacy is important, some people 
think so and they are rather influential (CASPIAN, Foebud, …)
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Californian Senate Bill 682

In California, the Senate Bill 682 planned to limit use of RFID in 
ID cards. In its initial version (Feb 22, 2005) the pending act was 
very restrictive.

“The act would prohibit identity documents created, mandated, 

or issued by various public entities from containing a contactless

integrated circuit or other device that can broadcast personal 

information or enable personal information to be scanned 

remotely.”
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CNIL
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European commission

Commission Recommendation of 12 May 2009 on the 
implementation of privacy and data protection principles in 
applications supported by radio- frequency identification (notified 
under document number C(2009) 3200) (2009/387/EC)

“Member States should ensure that operators (...) conduct an 
assessment of the implications of the application implementation
for the protection of personal data and privacy, including 
whether the application could be used to monitor an individual.”

“(…) the potential exists for [the RFID] to be used to monitor 
individuals through their possession of one or more items that 
contain an RFID item number.”
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Classification

Information meaningful by itself.

Information meaningful when associated to a database.

Information meaningless without the appropriate key.
(related to malicious traceability).
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Information Meaningful by Itself
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Meaningful by Itself

Information leakage appears when the data sent by the tag 
reveals information intrinsic to the marked object or the holder of 
the object.

Tagged books in libraries.

Tagged pharmaceutical products, as advocated be the US. 
Food and Drug Administration.

E-documents (passports, ID cards, etc.).

Loyalty cards, Public transportation passes.
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Ari Juels’ Famous Picture

500 Euros
in wallet

Serial numbers:
597387,389473…

Wig model #4456 
(cheap polyester)

30 items 
of lingerie

Das Kapital and 
Communist-party 

handbook

Replacement hip
medical part

#459382
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What does Anonymous Mean?

An information that is anonymous (from an electronic point of
view) may be in some way linked to a given person.
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Who is the Victim?

The victim is not only the tag’s holder, but can also be the RFID 
system’s managing company: competitive intelligence.
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Information Meaningful When
Associated to a Database
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Ari Juels’ Famous Picture

9345658

98756

10327

435345

34568311
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Example: Leakage from the Backend
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Summary: Information Leakage

More and more data collected: “logphilia”.

Conservative assumption: Information may eventually leak.

Do we really need to store all these data?

Encrypt the sentitive data.
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Malicious Traceability
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An adversary should not be able to track a tag holder, ie, he 
should not be able to link two interactions tag/reader.

E.g., tracking of customers in a shopping mall, employees by 
the boss, children in an amusement park, military troops, etc.

Also considered by authorities e.g. malicious traceability taken
into account in the ePassport.

Importance of Avoiding Traceability
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Palliative Solutions

Kill-command (Eg: EPC Gen 2 requires a 32-bit kill command.)

Faraday cages.

Removable antenna.
US Patent 7283035 - RF data communications device with selectively 
removable antenna portion and method.

Tag must be pressed (SmartCode Corp.).

Blocker tags.

RFID Guardian.
Secure passport sleeve from 
www.idstronghold.com
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Privacy and Security from the Outset

Anne Cavioukan, Information and Privacy Commissioner of 
Ontario (Canada): 

“Privacy and Security must be built in from the Outset, at the 
design Stage”

In Privacy Guidelines for RFID Information Systems available on 
the web site http://www.ipc.on.ca.
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Impossibility of Avoiding Traceability

Malicious traceability through the layers.

Application.
Communication.
Physical.

Fingerprinting of customers.

500 Euros
in wallet

Serial numbers:
597387,389473…

Wig model #4456 
(cheap polyester)

30 items 
of lingerie

Das Kapital and 
Communist-

party handbook

Replacement hip
medical part

#459382

Credit: Ari Juels
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Summary: Malicious Traceability

No solution.

Mitigate the problem.
Eg. No proof of traceability.
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Denial of Service
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Definition

Reasons.
For fun.
For disturbing a competitor.
For proving that RFID is not secure.

Techniques.
Electronic noise.
Disturbing the collision-avoidance protocol.
Exploiting the kill-command.
Hide tags.
Destroy tags.
Exploiting a bug in the reader.
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Example: The Original RFID-Zapper

Presented at Chaos Communication Congress 2005.

Disposable camera with flash.
Flash is removed.
Flash capacitor connected to a coil.
When capacitor is loaded, switching the circuit produces a strong 
electromagnetic pulse.
The field induces a current inside the chip that is definitively killed.
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Some RFID-Zappers Found on the Web
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Summary: Denial of Service

Not so many technical solutions, but care must be taken
anyway …
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Conclusion
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Conclusion

2002-2004: Discovery age of RFID Security.
About 35 papers.
Privacy.

2005-2010: Pedestrian approach of RFID Security.
About 350 papers. (how many valuable?)
Ad-hoc privacy, Reader complexity, Lightweight building 
blocks (mostly symmetric), Distance bounding, Models.
Focus on Tag-Reader communication.
Practical attacks (TI, Mifare, Keyloq,…)
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Conclusion

From 2011? The mature age.
Formalization, formalization, and formalization.
Consideration of the practical constraints.
Pseudo-random generators.
Public-key cryptography without microprocessor.
Side channel attacks.
Distance bounding.
Path checking, group authentication.
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RFID Security: A Large Body of Literature
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