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Precomputation Step

chosen plaintext attack against a block cipher.

K1,1
F→ K1,2

F→ k1,3 . . .
F→ k1,t

K2,1
F→ K2,2

F→ k2,3 . . .
F→ k2,t

...
...

Km,1
F→ Km,2

F→ km,3 . . .
F→ km,t

F (K ) := R(SK (P))

SK (∗) denotes the enciphering operation under key K : C = SK (P)

R(∗) is a reduction function: K = R(C )
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On-line Step

Kj,1 Kj,t

C

C
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On-line Step

Kj,1 Kj,t

C

C ′
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On-line Step

time needed to find
the false alarm

time needed to detect
a maching end point

Kj,1 Kj,tC ′

C
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On-line Step

time needed to find
the false alarm

time needed to detect
a maching end point

Kj,1 Kj,tC ′

C

checkpoint in position α

Speaker: Gildas Avoine Time-Memory Trade-Offs: False Alarms Detection Using Checkpoints 3 / 5



Windows Password Cracking using Rainbow Tables
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(t = 10000, N = 80.6 · 109, m = 15408000, ` = 4)

Gain with 3 checkpoints is about 20%.
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Conclusion

Adding checkpoints is interesting as long as it is more
efficient to store checkpoints than using this memory for the
trade-off itself.

Easy to add checkpoints in an existing table (not necessary to
re-generate the table)
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