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Abstract. In this work, we present a practical passive attack on SASI,
an ultra-lightweight mutual authentication protocol for RFID. This at-
tack can be used to reveal with overwhelming probability the secret ID
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1 Introduction

The recent ubiquitous deployment of RFID systems raised many concerns about
privacy. There is a growing need of lightweight authentication protocols to be
implemented on low-cost tags that ensure privacy protection. Some existing so-
lutions involve expensive building blocks, such as hash functions and pseudoran-
dom number generators and do not scale well [12, 19]. More recent proposals fo-
cus on extremely lightweight protocols that rely on bitwise operations, additions,
or bit rotations. The UMAP family of protocols, by Peris-Lopez, Hernandez-
Castro, Estevez-Tapiador and Ribagorda [13, 14, 16], paved the way to this new
trend but suffers from teething problems [1–3, 6, 9–11]. In [5], Chien proposed an-
other very lightweight authentication protocol providing Strong Authentication
and Strong Integrity, so-called SASI. Security analyses have later highlighted
weaknesses in its design, and various attacks have been published. In [7] and
[18], the authors present active desynchronization and full-disclosure attacks. In
[4], the authors proposed a traceability attack on a compromised tag by linking
it with past actions performed on this tag. In [17], the author proposed a trace-
ability attack allowing a passive attacker to guess the least significant bit on the
static identifier, roughly one out of four times. Finally in [8], the authors pro-
posed a passive full-disclosure attack against a variant of SASI when the rotation
is defined as modular, whereas in the original paper, the rotation was defined as
Hamming weight-based. Moreover, the attack presented in [8] is of theoretical
interest because it roughly needs a number of observed runs exponential in the
number of unveiled bits of the ID.



In the following, we propose a passive full-disclosure attack on SASI which
is more efficient than the one in [8] and that works with any definition of the
rotation. It requires the attacker to eavesdrop 217 (respectively 219) in the case of
the Hamming-weight rotation (respectively modular rotation) in order to almost
certainly disclose the full tag ID. Up to our knowledge, this is the first practical
passive full-disclosure attack on SASI.

The rest of this paper is organized as follows. In Section 2, we describe the
SASI protocol. In Section 3, we introduce some preliminary tools and solve two
subproblems required in the attack. In Section 4, we present the attack itself.
In Section 5, we present the efficiency analysis of the attack, as well as some
optimizations and experimental results. We present our conclusions in Section 6.

2 The SASI Protocol

SASI [5] is a mutual authentication algorithm designed for ultra-lightweight
RFID tags. In such tags, randomness must be provided by the reader, because
no pseudorandom number generator (PRNG) is provided in the tag, nor is any
cryptographic hash function.

Each tag has a secret static identifier ID, and two secret keys K1 and K2,
as well as a public index-pseudonym IDS. The latter is used by the reader to
identify an entry in its internal database, allowing it to retrieve the identifier and
the keys related to this tag. Keys and index pseudonyms are updated after each
authentication. All quantities involved, including the submessages exchanged are
of fixed length L = 96 bits.

The SASI protocol relies on logical OR (∨), logical XOR (⊕), modular ad-
dition (+), and the rotation Rot(x, y). This operation is defined as a circular
left-shift of x of r(y) bits, where:

r : [0, 2L − 1]→ [0, L− 1].

Several rotations can be used with SASI, especially the modular rotation,
that is r(y) = y mod L, and Hamming weight rotation, with r(y) = H(y) mod L,
where H is the Hamming weight function. In the latter, the modulus is there to
fold the case where H(y) = L back to a number in [0, L−1] (a rotation of L bits
is the same as a rotation of 0 bits).

Note that r was not precisely defined in [5], and it was pointed out in [4]
that the rotation intended to be used in the original version of the protocol is
the Hamming-weight one. The modular version was introduced in [8].

The protocol definition is as follows. The reader initiates the authentica-
tion by sending a hello message to the tag, which answers its current index-
pseudonym IDS. The reader uses it to find an entry in its internal database
with ID, K1 and K2. It then produces two nonces n1 and n2, and computes A,
B, and C as detailed in Figure 1, and sends these three values to the tag.

From A and B, the tag extracts the nonces and uses them to compute C ′. If
C matches C ′, the tag authenticates the reader, and then sends D. The reader
computes D′ and if it matches the received D, it authenticates the tag.



Finally, each party updates the keys and the index pseudonym for further
authentications. An overview of the protocol along with messages and update
definitions can be found in Figure 1.

Reader Tag

hello

IDS

A||B||C

D

A = IDS ⊕K1 ⊕ n1 (message A)

B = (IDS ∨K2) + n2 (message B)

K̄1 = Rot(K1 ⊕ n2, K1)

K̄2 = Rot(K2 ⊕ n1, K2)

C = (K1 ⊕ K̄2) + (K̄1 ⊕K2) (message C)

D = (K̄2 + ID)⊕ ((K1 ⊕K2) ∨ K̄1) (message D)

IDS
next

= (IDS + ID)⊕ n2 ⊕ K̄1 (IDS update)

K
next
1 = K̄1

K
next
2 = K̄2

Fig. 1. The SASI protocol

3 Preliminary Tools

In this section we analyze in detail the mechanics of the addition, in order to have
a better understanding of equations mixing additions and bitwise operations like
logical OR and XOR. We then present two subproblems that are useful in the
attack of SASI, but that might be used for other purposes as well.

3.1 Notations and Definitions

In the following, we denote by [x]i the bit at position i in x. In particular, [x]0
is the least significant bit (LSB) of x, and [x]L−1 its most significant bit (MSB).
By convention, we say that [x]i = 0 when i > dlog2(x)e. When evoking the i-th
bit of x, we refer to [x]i.

We also introduce the following notation for the carry of the addition, and
the borrow of the subtraction, respectively:

C(a, b, i) denotes the carry at bit i of the sum of a and b, and
B(a, b, i) denotes the borrow at bit i of the difference of a and b.

Using this notation, we write that the result of the addition of numbers a
and b at bit i is:

[a + b]i = [a]i ⊕ [b]i ⊕ C(a, b, i− 1). (1)

Likewise, we write the difference of two numbers a and b at bit i as:

[a− b]i = [a]i ⊕ [b]i ⊕ B(a, b, i− 1). (2)



We compute the carry of two numbers a and b at bit index i as:

C(a, b, i) = ([a]i ∧ [b]i) ∨
[
([a]i ∨ [b]i) ∧ C(a, b, i− 1)

]
, (3)

with the convention that C(x, y, i) = 0 if i < 0, for any x and y. Indeed, there is
a carry at bit i if either both operands’ bits are 1, or if at least one of them is
1 while there is a carry at bit i − 1. This is no different of the way a computer
performs addition.

Similarly, B(a, b, i) is the borrow of the subtraction of b to a at bit i, and is
computed as:

B(a, b, i) = ([a]i ∧ [b]i) ∨
[
([a]i ⊕ [b]i) ∧ B(a, b, i− 1)

]
, (4)

with the same convention, that is, B(x, y, i) = 0 if i < 0, for any x and y. Again,
there is a borrow at bit i if either a is 0 and b is 1, or if they are equal but there
is a borrow at bit i− 1.

3.2 Modular Addition

If the + operator is defined as modular addition, as often in cryptography, extra
care is needed. Namely, when a ≡ b (mod N), that does not necessarily mean
that [a]i = [b]i. Indeed, even though 4 ≡ 1 (mod 3), [4]0 = 0 6= [1]0 = 1. Recall
that [4]0 denotes the bit at index 0 in its base two representation (its LSB).
What is true, however, is that if a ≡ b (mod N), then a mod N = b mod N ,
hence [a mod N ]i = [b mod N ]i ∀ i ≥ 0.

In the particular case of N = 2L, then if a ≡ b (mod N), we still have
[a]i = [b]i if i < L. Indeed, when N is a power of 2, computing the remainder is
like dropping all the bits above L.

In the practical problems discussed below, we use addition modulo 2L, and
bit indices are smaller than L, so we will not refer to this issue later on.

3.3 First Subproblem

This first subproblem is stated as follows.

Problem 1. Given a and [a + x]i, guess [x]i.

To solve this problem, we use Equation (1), which yields:

[x]i = [a]i ⊕ [a + x]i ⊕ C(a, x, i− 1).

We know both [a]i and [a + x]i, but the carry is unknown. Using Equation (3),
we obtain the two following cases. When [a]k = 1:

C(a, x, k) = ([a]k ∧ [x]k) ∨
[
([a]k ⊕ [x]k) ∧ C(a, x, k − 1)

]
= [x]k ∨

(
[x]k ∧ C(a, x, k − 1)

)
= [x]k ∨ C(a, x, k − 1).



Likewise, when [a]k = 0:

C(a, x, k) = ([a]k ∧ [x]k) ∨
[
([a]k ⊕ [x]k) ∧ C(a, x, k − 1)

]
= [x]k ∧ C(a, x, k − 1).

If we know the distribution of x (usually uniform), we are able compute the
probability of [x]k being 0 or 1, and thus the probability of C(a, x, i− 1) being 0
or 1.

In the general case, we are not sure of the actual values taken by [x]i, although
we do have some information as we have seen. That information can be used to
guess a possible value for it, which will be correct with a given computable
probability. Assuming uniform distribution for x, the possible outputs and their
probability of occurring are depicted in Table 1.

Table 1. Possible outputs of C(a, x, k) and their probability, given a.

[a]k C(a, x, k) Pr(C(a, x, k) = 1)

0 [x]k ∧ C(a, x, k − 1) 1
2
· Pr(C(a, x, k − 1) = 1)

1 [x]k ∨ C(a, x, k − 1) 1− 1
2
· Pr(C(a, x, k − 1) = 0)

We output [x]i = [a]i⊕[a+x]i if we have probability of carry Pr(C(a, x, i−1) =
1) < 1

2 , and [x]i = [a]i⊕ [a + x]i⊕ 1 otherwise. The probability of guessing right
is computable given the distribution of x.

3.4 Second Subproblem

This second subproblem is stated as follows.

Problem 2. Given a, b, and the relation a = (b∨ u) + x, find [x]i for a given i (u
is unknown).

We now see how to get as much information on x as possible. From Equation
(2), we have:

[x]i = [a− (b ∨ u)]i = [a]i ⊕ [b ∨ u]i ⊕ B(a, b ∨ u, i− 1),

in which we know [a]i. We also know that, if [b]i = 1, then [b∨u]i = 1, and if not,
we have a 50% chance of guessing the right bit (assuming uniform distribution
for u). As for the borrow B(a, b ∨ u, i− 1), we can use Equation (4) in the same
fashion as we did for the previous subproblem. If [b]k = 1, we have:

B(a, b ∨ u, k) = ([a]k ∧ ([b]k ∨ [u]k)) ∨
[
([a]k ⊕ ([b]k ∨ [u]k)) ∧ B(a, b ∨ u, k − 1)

]
= [a]k ∨

(
[a]k ∧ B(a, b ∨ u, k − 1)

)
= [a]k ∨ B(a, b ∨ u, k − 1).



However, if [b]k = 0,

B(a, b ∨ u, k) = ([a]k ∧ ([b]k ∨ [u]k)) ∨
[
([a]k ⊕ ([b]k ∨ [u]k)) ∧ B(a, b ∨ u, k − 1)

]
= ([a]k ∧ [u]k) ∨

[
([a]k ⊕ [u]k) ∧ B(a, b ∨ u, k − 1)

]
.

Again, we are not always sure of the actual values taken by [x]i, although we can
make a good guess with computable probability. Assuming uniform distribution
for u, the possible outputs and their probability of occurring are depicted in
Table 2.

Table 2. Possible outputs of B(a, b ∨ u, k) and their probability, given a and b.

[a]k [b]k B(a, b ∨ u, k) Pr(B(a, b ∨ u, k) = 1)

0 0 [u]k ∨ B(a, b ∨ u, k − 1) 1− 1
2
· Pr(B(a, b ∨ u, k − 1) = 0)

0 1 1 1
1 0 [u]k ∧ B(a, b ∨ u, k − 1) 1

2
· Pr(B(a, b ∨ u, k − 1) = 1)

1 1 B(a, b ∨ u, k − 1) Pr(B(a, b ∨ u, k − 1) = 1)

4 Full-disclosure Attack

4.1 Attack Outline

In this attack scenario, we consider a passive adversary who can only eavesdrop
the communications between a reader and a tag, i.e. the submessages A, B, C
and D, and IDS. We also assume that the channel between the reader and its
database is secure.

The attack is a full-disclosure of the tag’s secret ID. It is probabilistic, in the
sense that the adversary is never 100% sure of the ID recovered. However she
can be as close as she wants to this certainty, as long as she has more protocol
runs to listen to. It is not dependent of the definition of the rotation, though its
efficiency is.

The idea is to build a progressive knowledge on the ID with the information
we compute from public quantities. Each information gain requires 3 consec-
utive successful authentications, but other successful authentications can exist
between each information gain.

In order to carry out the attack, we first need to compute the least significant
bit (LSB) of the ID, as described in Section 4.2. Once the LSB is retrieved, the
attack described in Section 4.3 reveals the remaining bits of ID.

4.2 Attack Initialization

The aim here is to recover the LSB of ID. Therefore, we focus on the case i = 0,
where the modular addition (+) and bitwise XOR (⊕) are the same LSB-wise.
Recall that we denoted by [x]i the i-th bit of x.



Lemma 1. If [IDS]0 = 1 and [B]0 ⊕ [C]0 ⊕ [D]0 ⊕ [IDSnext]0 = 1, we have

[ID]0 = [B]0 ⊕ [IDSnext]0 ⊕ 1.

Proof. Let us first look at the submessage (message B) at the LSB:

[B]0 = ([IDS]0 ∨ [K2]0)⊕ [n2]0.

Since [IDS]0 = 1, we have [n2]0 = [B]0 ⊕ 1, no matter [K2]0. Moreover, from
message definitions (message B), (message C), (message D), and (IDS update),
we get the following equalities at the LSB:

[B]0 = 1⊕ [n2]0,
[C]0 = [K1]0 ⊕ [K2]0 ⊕ [K̄1]0 ⊕ [K̄2]0, (5)
[D]0 = [K̄2]0 ⊕ [ID]0 ⊕ (([K1]0 ⊕ [K2]0) ∨ [K̄1]0), (6)

[IDSnext]0 = [IDS]0 ⊕ [ID]0 ⊕ [n2]0 ⊕ [K̄1]0.

Hence, we have:

[B]0 ⊕ [C]0 ⊕ [D]0 ⊕ [IDSnext]0 = [K1]0 ⊕ [K2]0 ⊕ (([K1]0 ⊕ [K2]0) ∨ [K̄1]0).

Since [B]0 ⊕ [C]0 ⊕ [D]0 ⊕ [IDSnext]0 = 1, it is impossible that [K̄1]0 = 0. We
thus have:

[K̄1]0 = 1,

[B]0 ⊕ [C]0 ⊕ [D]0 ⊕ [IDSnext]0 = [K1]0 ⊕ [K2]0 ⊕ 1.

Now that we know those two quantities, we can get [K̄2]0 using (5):

[K̄2]0 = [B]0 ⊕ [D]0 ⊕ [IDSnext]0, (7)

that we then use in (6):

[D]0 = [K̄2]0 ⊕ [ID]0 ⊕ (([K1]0 ⊕ [K2]0) ∨ [K̄1]0),

= [B]0 ⊕ [D]0 ⊕ [IDSnext]0 ⊕ [ID]0 ⊕ 1,

which allows us to conclude.
ut

We say that a quantity has a uniform distribution if every element of its
domain is equally likely to be instantiated. It is quite easy to see that public
quantities IDS, A, B, C, and D have uniform distribution, since their compu-
tation involve either a bitwise XOR, or a modular addition with a nonce or with
a key (keys also have uniform distributions because they are also updated using
a bitwise XOR with a nonce). The domain of these quantities is [0, 2L − 1], and
hence we also have “bitwise” uniform distribution in the sense that every bit has
an equal probability to be a zero or a one.



We have seen that getting the LSB of the ID requires two bits to be equal to
1. Since quantities taken into account for this observation have bitwise uniform
distribution, the probability of occurrence is 1

4 . The number of runs needed
for this observation has a geometric distribution of average 4. The result is
quite similar as the one in [17], except here the adversary knows for sure when
conditions are met, because they only involve public quantities.

In fact, we can generalize the attack to an arbitrary bit index, but this would
need conditions of which probabilities of occurrence are negative exponential in
the position of that bit index. Instead, we describe in Section 4.3 a much more
efficient attack to retrieve [ID]i when i > 0.

4.3 Attack Details

Now that we have the required tools, we describe the core of the attack more
thoroughly. We have seen in Section 4.2 that the adversary can easily recover
the least significant bit of the ID of a tag, so we assume that this part of the
attack has already been executed, and that we know [ID]0.

At the LSB, (IDS update) becomes:

[IDS(n+1)]0 = [IDS(n)]0 ⊕ [ID]0 ⊕ [n(n)
2 ]0 ⊕ [K̄1

(n)]0. (8)

We have also seen in Section 4.2 that when [IDS(n)]0 = 1, [n(n)
2 ]0 is known by

computing [B(n)]0 ⊕ [IDS(n)]0. Thus, from Equation (8), we get:

[K̄1
(n)]0 = [ID]0 ⊕ [B(n)]0 ⊕ [IDS(n+1)]0.

The next round, according to the key updating process K
(n+1)
1 = K̄1

(n), we
know [K(n+1)

1 ]0. Furthermore, if again [IDS(n+1)]0 = 1, we have [n(n+1)
2 ]0 =

[B(n+1)]0⊕ [IDS(n+1)]0. Thus, we know [K(n+1)
1 ⊕n

(n+1)
2 ]0. So, since K̄1

(n+1) =
Rot(K(n+1)

1 ⊕ n
(n+1)
2 , K

(n+1)
1 ), we have:

[K(n+1)
1 ⊕ n

(n+1)
2 ]0 = [K̄1

(n+1)]
r(K

(n+1)
1 )

.

Recall from Section 2 that r denotes the function used in the rotation operation.
In most cases, we do not know r(K(n+1)

1 ), since we only know the LSB of K
(n+1)
1 ,

but we can say that, assuming K1 has a uniform statistical distribution,

Pr(r(K(n+1)
1 ) = i) = pr(i) ∀ i ∈ [0, L− 1],

where pr is the probability distribution function of r. For instance, in the case of
modular rotation, r(x) = x mod L, and pr(x) = 1

L , and in the case of Hamming

weight rotation, r(x) = H(x), and pr(x) = (L
x)

2L . So, with probability pr(i), we

know [K̄1
(n+1)]i. We then use this result in (IDS update):

[ID + IDS(n+1)]i = [IDS(n+2)]i ⊕ [n(n+1)
2 ]i ⊕ [K̄1

(n+1)]i︸ ︷︷ ︸
[K

(n+1)
1 ⊕n

(n+1)
2 ]0

.



The computation of [n(n+1)
2 ]i has already been discussed in Section 3.4. Fi-

nally, we have [ID + IDS(n+1)]i and IDS(n+1), but this does not necessarily
mean that we have [ID]i. However, we can recover some information on [ID]i
using what we know, as seen in Section 3.3. The result is that we obtain [ID]i
with a certain probability, that will be quantified in the next section.

An outline of the attack can be seen in Figure 2.

Execute the traceability attack to get [ID]0
repeat

if [IDS]0 = 1 then
if the previous [K1]0 was known (that is, previous [IDS]0 was 1) then

Compute n2 probabilistically (2)
Compute ID probabilistically given IDS and IDS + ID (1)
for all i ∈ [1, L− 1] do

Update the knowledge of [ID]i with the advantages of (1) and (2) and
pr(i)

end for
end if
Compute [Knext

1 ]0 = [ID]0 ⊕ [B]0 ⊕ [IDSnext]0
end if

until all the bits of ID are found with satisfactory probability

Fig. 2. Outline of the attack. (1) refers to the first subproblem discussed in Section 3.3,
and (2) to the second one, which is discussed in Section 3.4. Note that the “computed”
[Knext

1 ]0 is on the attacker side, and that the actual [Knext
1 ]0 is unknown. For clarity

reasons, we did not make a difference of notation between computed (or guessed) values
and real ones.

In order to provide a more intuitive description of the attack, consider the
following game. Having a slightly biased coin, we want to know what side of this
coin is biased. We can toss it as many times as we want, but we want to have
a good probability of guessing the right side, while minimizing the number of
tosses. The smaller the bias is, the harder it is to tell whether it is heads or tails
that is the most favorable side. Indeed, if the bias is, for instance 75% for heads
and 25% for tails, we already have a good information with 20 tosses. However,
if the bias turns out to be 50.01% for heads, and 49.99% for tails, we would need
a whole lot more of them.

This is exactly the idea of convergence of the attack, except that we are guess-
ing the biased side of L−1 independent coins, and that each toss has a different
“weight”. Indeed we have seen in the attack that we only get some information
when [IDS]0 = 1 for two consecutive runs. Moreover, each information gain has
to be weighted with pr(i), the information we have on n2, and the one we have
on ID given ID + IDS. For instance, when pr(i) is small, the guessed rotation



has a small probability of being right, thus we bring less valuable information
than when pr(i) is big.

5 Efficiency Analysis and Experiments

5.1 Theoretical Analysis

We now analyze the efficiency of the attack, by showing what conclusion we can
draw given the set of observations and by linking these observations with the
probability of guessing the right ID.

Let us assume that we have at our disposal an oracle that has a secret bit b
and a set of 0 ≤ qi ≤ 1 which, upon query, outputs a bit bi and a value qi such
that Pr(bi = b) = qi. We assume that Pr(b = 0) = Pr(b = 1) = 1

2 , that all the
outputs are independent, and that qi ≥ 1

2 , without loss of generality. Indeed, if
one guess is such that qi < 1

2 , then it would be equivalent to output the opposite
bit with complementary probability 1− qi > 1

2 .
For convenience, let us denote by O the observations, that is the event cor-

responding to observing the set of bits bi. Let us also define the sets:

S0 = {i ∈ [1, N ] | bi = 0}, and
S1 = {i ∈ [1, N ] | bi = 1}.

If we observe N = |S0|+ |S1| outputs of the oracle, we have:

Pr(O|b = 0) =
∏
i∈S0

qi

∏
i∈S1

(1− qi), (9)

Pr(O|b = 1) =
∏
i∈S0

(1− qi)
∏
i∈S1

qi. (10)

Using Bayes’ rule :

Pr(b = 0|O) =
Pr(b = 0 ∩O)

Pr(O)

=
Pr(O|b = 0) · Pr(b = 0)

Pr(O|b = 0) · Pr(b = 0) + Pr(O|b = 1) · Pr(b = 1)

=
Pr(O|b = 0)

Pr(O|b = 0) + Pr(O|b = 1)
,

since events b = 0 and b = 1 are equiprobable. Now we use Equations (9) and
(10), and obtain:

Pr(b = 0|O) =

∏
i∈S0

qi

∏
i∈S1

(1− qi)∏
i∈S0

qi

∏
i∈S1

(1− qi) +
∏

i∈S0
(1− qi)

∏
i∈S1

qi

=
1

1 +
∏

i∈S0

1−qi

qi

∏
i∈S1

qi

1−qi

. (11)



An equivalent but more convenient way of seeing this is the following. Instead
of outputting probabilities qi, the oracle can output advantages ai such that
|Pr(bi = b)− Pr(bi 6= b)| = ai. Put differently, we have ai = |2qi − 1|. In this
scenario, Equation (11) becomes:

Pr(b = 0|O) =
1

1 +
∏

i∈S0

1−ai

1+ai

∏
i∈S1

1+ai

1−ai

. (12)

Recall from Figure 2 that the information on each bit of the ID is weighted
using:

– pr(i)
– the level of trust on [ID]i given [ID + IDS]i (subproblem 1)
– the level of trust on [n2]i (subproblem 2)

Indeed, each guess on the i-th bit of the ID is correct if:

– the guessed rotation is the correct one
– the guess of [ID]i given [ID + IDS]i is correct
– the guess at [n2]i is correct

The probability of correctness for the rotation is simply pr(k), and the proba-
bility of correctness for the two subproblems (the level of trust or advantage on
the quantities n2 and ID) is computable, given public submessages, as seen in
Sections 3.3 and 3.4. If we assume independence between these advantages, we
just have to multiply them to obtain an advantage ai related to the k-th bit on
the i-th run. Using Equation (12), we can have a total probability on the value
of a bit of the ID, given a certain amount of information materialized by the
guesses and advantages on these guesses on that bit.

We have observed experimentally that the average advantages for the first
and second subproblems are respectively roughly 1

2 and 1
3 . This is particularly

important for the second subproblem, because we see that simply knowing IDS
and B, we can guess roughly one third of n2.

Recall from Section 4.3 that to execute the inner part of the attack and thus
bring information, we require [IDS]0 = 1 for two consecutive runs. Since IDS
has a uniform distribution, this will occurs with probability 1

4 . We thus need to
multiply the number of runs needed by 4.

5.2 Optimizations and Experimentations

We introduce in this section some optimizations that improve in practice the
efficiency of the attack presented in Section 4.3.

First of all, we raise that it is somewhat wasteful to only use [ID]0 while more
and more knowledge on ID is revealed along the attack. Progressive knowledge
on the ID can not only help solving the first subproblem ([ID]i from IDS and
[ID + IDS]i), but it can also be used as a base, instead of [ID]0 only.



This especially helps with the Hamming-weight rotations where the most and
least significant bits are hard to guess using [ID]0 only (because pr(i) is very
small for small or big i).

We have carried out experiments with the two definitions of the rotation
and have observed the number of errors (number of wrong guesses) on average.
When this number is close to 0, it means that we manage to correctly recover
the whole ID with good probability, and when it is close to L

2 = 48, it means
that the output guessed ID is not better than if we had guessed one at random.
Table 3(a) and Table 3(b) contain the results respectively without and with
optimizations (using other [ID]i as bases). Figure 3 shows the evolution of the
quality of the ID recovered (when applying the optimization) with respect N ,
the number of observed runs.

Table 3. Average number of errors (number of wrong guesses on the ID) respectivelely
without (a) and with (b) optimizations. These results were obtained on an average
of roughly 500 experiments conducted with a simulated SASI initiated with random
secrets. Recall that N is the total number of runs observed, and L = 96 is the length
of the quantities involved in the protocol.

(a) No optimizations

N H(x) mod L x mod L

218 - 16.230
219 - 8.011
220 - 2.973
221 - 1.375
222 - 0.628
223 - 0.154

(b) Optimization applied

N H(x) mod L x mod L

214 22.985 38.741
215 9.944 33.81
216 2.908 19.45
217 0.620 5.436
218 0.159 1.294
219 0.041 0.436

Note that in Table 3(a), the results for Hamming-weight rotation are not
shown since only the 40 or so middle bits are relevant, as explained above.
However, when applying optimizations, we see that it becomes possible to solve
it, with slightly better results than with modular rotation. We also see that
optimizations reduce the average required number of observed runs, as expected.

Note also that using Equation (12), it is possible to have an idea of the trust
on the guessed bits. Hence we can know if more runs are needed.

We can also imagine other optimizations such as the following. The adversary
does not know K1 in whole, but she does know [K1]0, and for instance in the
case of modular rotation, she knows the parity of it, and thus she can reduce
the possibilities from L down to L

2 , which improves the advantage per sample
quite a bit. She could also reuse old authentication sessions when she has better
knowledge of ID. We did not take these into accout in the experiments for Table
3(b). The point is that we could further reduce the number of runs needed to
achieve overwhelming probability, but the first optimization alone is enough to
make the attack practical.
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Fig. 3. Average number of bits correctly guessed in ID, for the two usual rotations
(optimization applied).

6 Conclusion

In this article we have presented a passive full-disclosure attack on SASI. We have
shown that eavesdropping 217 (respectively 219) in the case of the Hamming-
weight rotation (respectively modular rotation) is enough to almost certainly
disclose the full tag ID. Up to our knowledge, we provide the first practical
full-disclosure attack against SASI with a passive adversary.

We have seen that the submessage B is weak and wraps n2 quite poorly. We
have indeed seen that a passive attacker has an average advantage of roughly one
third over each bit of n2, by simply eavesdropping IDS and B. It shows once
more that logical OR (∨) and logical AND (∧) should by all means be avoided
in the external parts of public submessages. We have also seen how to deal with
expressions mixing modular addition (+) with other bitwise operations, and that
they are usually weaker than they appear.

Although rotations are a nice addition to the lightweight family of operations
already used in previous similar protocols such as the ones of the UMAP family
[16, 14, 13], we have seen that it is by itself not enough to ensure the security
of the protocol. The inclusion of a non-triangular operation, however, has made
the recovery process much more complex, and a “bottom-up” approach for an
attack such as those described in [2, 3] is no longer possible. Consequently, the
average number of successful authentications needed to observe is much larger.
The Hamming-weight rotation which has been praised in [8] did not prove any
stronger than the modular one. The issue with the rotation is that the rotated
bits are not changed, and that the set of possible outputs is small (L possibilities).

In conclusion, besides showing several weaknesses in the design of SASI, this
attack also introduces a new way of cryptanalysis of ultralightweight authenti-



cation protocols, namely building progressive knowledge on a quantity given a
series of observations of non-negligible advantage. Other protocols might suffer
from the same weaknesses, and the same approach could be used to analyse their
security. Gossamer, by Peris-Lopez et al. [15], was somewhat inspired by SASI
and the protocols from the UMAP family, but is more mature and includes fea-
tures such as double rotations and lightweight PRNG’s. Determining whether
this protocol is secure and if it can be analaysed using this novel technique
remains an open question.
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